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WIRELESS ENCRYPTION

HOME OR WORK WIRELESS CONNECTIONS

If you rely on a wireless Internet connection at your office or home to work with sensitive client information, it goes without saying that your wireless router or access
point should be properly encrypted. If you set it up yourself and aren't sure, then you should immediately secure the assistance of an expert to ensure that your security
is properly configured. Sometimes, it's as easy as calling the technical support line for the manufacturer of your router. The big companies that sell wireless routers all
have technical support representatives that can walk you through the process over the phone. In case you're wondering, big names in wireless routers include
gero (https://eero.com), TP-Link (https://www.tp-link.com/us/), D-Link (https://us.dlink.com/en/consumer), and Synology (https://www.synology.com/en-us).

RISK OF USING PUBLIC WIFI

First of all, you need to be educated about this subject. For a quick primer, here are two short articles that will bring this issue into focus: Here's what an eavesdropper
sees when you use an unsecured Wi-Fi hotspot by Eric Geier (see hitps://www.pcworld.com/article/2043095/heres-what-an-eavesdropper -sees-when-you-use-an-
unsecured-wi-fi-hotspot.html), and What Is A Packet Snitfer? by Andy 0'Donnell (see https://www.lifewire.com/what-is-a-packet-sniffer-2487312). For an interesting
discussion of this in the legal arena, see the now famous California Formal Opinion No. 2010-179 which states:

"With regard to the use of a public wireless connection, the Committee believes that, due to the lack of security features
provided in most public wireless access locations, Attorney risks violating his duties of confidentiality and competence in
using the wireless connection at the coffee shop fo work on Client’s matter unless he takes appropriate precautions,
such as using a combination of file encryption, encryption of wireless transmissions and a personal firewall. Depending
on the sensitivity of the matter, Attorney may need to avoid using the public wireless connection entirely or notify Client of
possible risks attendant to his use of the public wireless connection, including potential disclosure of confidential information
and possible waiver of attorney-client privilege or work product protections, and seek her informed consent to do so."

HOW TO PROTECT YOURSELF

CELLPHONE WIFI HOTSPOT

Rather than connecting to the public WiFi where ever you are, consider using a cellular hotspot or MiFi. Properly configured, these connections are a secure way to connect
your notebook or tablet to the Internet via the phone hotspot.

CONSUMER VPN SERVICES

There are many services that allow you to create a Virtual Private Network connection even though you're using a public and otherwise unsecured WiFi connection. "In
the simplest terms, a VPN creates a secure, encrypted connection between your computer and the VPN's server. This tunnel makes you part of the company's network as
if you are physically sitting in the office, hence the name. While connected to the VPN, all your network traffic passes through this protected tunnel, and no one in
between can see what you are up to. A consumer VPN service does the same thing, but extends that protection to the public.”? Here are some options for this:

o NordVPN: https://nordvpn.com/

o Private Internet Access: https://www.privateinternetaccess.com/
e (yberGhost: http://www.cyberghostvpn.com/en_us

o SurfShark: https://surfshark.com

o TunnelBear: https://www.tunnelbear.com

' See hitps://www.calbar.ca.qov/Portals/0/documents/ethics/Opinions/2010-179-Interim-No-08-0002-PAW.pdf, emphasis added.
2 The Best VPN Services for 2016, by Max Eddy, Fahmida Rashid, 3/9/2016, PCMag - see https://www.pcmag.com/picks/the-best-vpn-services.
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o |PVanish: https://www.ipvanish.com/

o ExpressVPN: hitps://www.expressvpn.com
o ProtonVPN: hitps://protonvpn.com

o Encrypt.me: https://www.encrypt.me/

FIREWALL

WHAT IS A FIREWALL?
A firewall is a network security system designed to prevent unauthorized access to or from a private network. Firewalls can be hardware, software, or a combination of

both.?

YOUR OBLIGATION

You need to ensure that a firewall is in place at your office and anywhere you use your computer and connect to the Internet. You can test yourself using services like
ShieldsUP!* or HackerWatch®. If you aren't sure if you are being protected, then you should contact a security expert to conduct a penetration test. Penetration testing
(also called pen testing) is the practice of testing a computer system, network or Web application to find vulnerabilities that an attacker could exploit.®

3 See http://www.webopedia.com/TERM/F/firewall.html.
* See hitps://www.grc.com/x/ne.dlI?bhObkyd?.

5 See http://www.hackerwatch.org/probe/

8 See https://en.wikipedia.org/wiki/Penetration test




